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Basis of the report 

a. With regard to the language, the international search was carried out on the basis of the international application in the 
language in which it was filed, unless otherwise indicated under this item. 

! | the international search was carried out on the basis of a translation of the international application furnished to this 
Authority (Rule 23.1 (b)). 

b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 
was carried out on the basis of the sequence listing : 
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international application as filed has been furnished. 

the statement that the information recorded in computer readable form is identical to the written sequence listing has been 
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6. The figure of the drawings to be published with the abstract is Figure No. J 
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1 . The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the international application. 



2. A copy of the report and its annexes, if any, is being transmitted to the International Bureau for communication 
to all the elected Offices. 



3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of the 
report (but not of any annexes) and will transmit such translation to those Offices. 



4. REMINDER 

The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices) (Article 
39(1)) (see also the reminder sent by the International Bureau with Form PCT/IB/301). 

Where a translation of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary examination report. It is the applicant's 
responsibility to prepare and furnish such translation directly to each elected Office concerned. 

For further details on the applicable time limits and requirements of the elected Offices, see Volume II of the 
PCT Applicant's Guide. , /? 
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1. This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 



2. This REPORT consists of a total of 9 sheets, including this cover sheet. 

S This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of 6 sheets. 



3. This report contains indications relating to the following items: 

I Basis of the report 

II □ Priority 

III □ Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 

IV □ Lack of unity of invention 

V ^ Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 

citations and explanations suporting such statement 

VI □ Certain documents cited 

VII ^ Certain defects in the international application 

VIII S Certain observations on the international application 
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02/05/2001 


Date of completion of this report 
17.01.2002 


Name and mailing address of the international 
preliminary examining authority: 

European Patent Office 
AS) D-80298 Munich 
gy 9 Tel. +49 89 2399 - 0 Tx: 523656 epmu d 
Fax: +49 89 2399 - 4465 


Authorized officer /^^^^^ 
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INTERNATIONAL PRELIMINARY 

EXAMINATION REPORT International application No. PCT/US00/27685 

I. Basis of the report 

1 . With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70. 17)): 
Description, pages: 

1,3-15 as originally filed 

2,2a as received on 24/10/2001 with letter of 23/10/2001 
Claims, No.: 

1-5,7-18 as received on 24/10/2001 with letter of 23/10/2001 



Drawings, sheets: 

1-3 as originally filed 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 
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□ the description, pages: 

□ the claims, Nos.: 

□ the drawings, sheets: 



5. □ 



This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 



6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-18 

No: Claims 

Inventive step (IS) Yes: Claims 1-18 

No: Claims 

Industrial applicability (IA) Yes: Claims 1-18 

No: Claims 



2. Citations and explanations 
see separate sheet 



VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 



VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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1. General 

The present application does not satisfy the criteria set forth 
in Article 6. The criteria set out in Articles 33(2) and 33(3) 
PCT are met, provided that the claims 1 deficiencies as to lack 
of clarity set out below are overcome. The invention is 
industrially applicable. 

2. Concerning Section VIII - Art. 6 PCT: 

2.1. 

The various definitions of the invention given in independent 
method claims 1, 4, 17 and 18 and the high degree of overlap of 
the respectively claimed subject-matter (claims 4, 17 and 18 are 
considered to relate to the same basic embodiment as defined in 
claim 1 and could therefore be drafted as dependent claims 
without difficulty) are such that the claims as a whole are not 
concise, contrary to Art. 6 and Rule 6.1(a) PCT. 

2.2. 

The feature "automatically identifying one of the extracted 
pairs according to a predefined convention" used in each of 
claims 1, 2, 4, 5, 8 fails to set out clearly its technical 
meaning (Art. 6 PCT contravened). The "predefined convention" 
appears to be intended to further delimit the automatic 
identification , however fails to define the technical features 
required therefor (what kind of convention?) . 

It is acknowledged that the description (p. 14) discloses 
sending one or two pairs of PIDs # wherein two different types of 
pairs containing either a CA ECM PID or a LECM PID. Thus there 
appears to be a "predefined convention of the number and types 
of pairs that are transmittable , and the order in plural pairs 
of different types are sent" and that the terminal must be 
capable of handling different cases. Such handling can be 
automatic, and there is an implicit requirement of taking into 
account, at reception of any pair, the predefined convention 
about the number and types of transmittable pairs, so as to 
correctly use the received information. It is thus considered 
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that the term "predefined convention" requires clarification 
such as " predefined convention defining the type, such as the 
syntax, of said control messages and the order of transmission 
of said identifier pairs " (Basis: p. 14 lines 11-29). 

It is considered that when only one pair is received, the 
automatic identification relies upon the detection of characte- 
ristics of the data content (eg the syntax of the LECM, cf p . 14 
line 25) of the pair to correctly discriminate between the two 
types of identifiers (CA or LECM) . When two pairs are received, 
a detection is not required because the order in which the pairs 
are transmitted is predefined. 

2.3. 

Claims 4, 17 and 18 appear to be based on yet unmentioned but 
essential conditions : 

In the received broadcast control messages which due to the 
claims 1 wording inherently contain the service and entitlement 
control message packet identifier pairs, as addressed in the 
claims, these pairs must include at least either LECM or CA 
identifiers. Due to the claims 1 wording, a situation where none 
of such identifiers is received may occur but is not dealt with. 
E.g., if a pair of identifiers is received which does not 
include any of LECM of CA but includes other identifiers for 
other purposes, the method would erroneously interpret such 
other identifiers as LECM or CA identifiers. Due to this 
deficiency inherent in the claims 1 wording the scope of 
protection becomes unclear. 

It is thus considered necessary to clarify the claims by 
specifying e.g. "receiving and extracting ... service, wherein 
each of the received pairs includes either a conditional access 
entitlement message identifier (CA ECM) or a local entitlement 
control message identifier (LECM)" , i.e. by including the last 
feature of present claim 1 in each of claims 17 and 18. 

2.4. 

In claims 4, 17 and 18 an attempt is made to define the claimed 
subject-matter in terms of a result to be obtained ("identifying 
the extracted pair as ...") without specifying how this can be 



Form PCT/Separate Sheet/409 (Sheet 2) (EPO-April 1997) 



INTERNATIONAL PRELIMINARY International application No. PCT/US00/27685 

EXAMINATION REPORT - SEPARATE SHEET 



achieved technically. Related essential information is missing 
in the claim. Thus Art. 6 PCT is contravened. 

In order to overcome this objection, it would appear to be 
sufficient in the present case to indicate in the claim (as for 
claim 1, cf paragraph 2.2 above) that the identification is 
based on a " predefined convention defining the type, such as the 
syntax, of said control messages and the order of transmission 
of said identifier pairs " . 

3, Concerning Section V - Articles 33(2) and 33(3) PCT 

The following documents are cited: 
Dl: US-A-5 420 866; 

D2 : Kramer D: "Wunderkiste des digitalen Fernsehens", Bull. 
SEV/VSE, CH, Schweizerischer Elektrotechnischer Verein, 
Zurich, Vol.88 No. 3 pp. 27-30. 

3.1. Claim 1 

Dl (e.g. abstract) discloses a method of providing different 
sets of conditional access information to a remote location, 
wherein a remotely located decoder can employ transmitted table 
information to identify and extract transport packets that carry 
a selected one of the sets of conditional access information. 

It is stressed that Dl aims at overcoming a prior art problem 
(Dl : col. 5 lines 1-17) that when plural services from respective 
plural different vendors were to be received, a respective plu- 
rality of different decoders was required. 

In order to overcome this problem, the solution disclosed in 
Dl provides a single transport stream formed from plural diffe- 
rent elementary streams representing the different services from 
the different vendors (Dl : col . 5 line 31 - col . 6 line 36; Figs. 
7, 8). Each elementary stream is accompanied in well-known man- 
ner by auxiliary and identifying information (Dl: Fig. 3), such 
as program service information and encryption related informa- 
tion, such as entitlement control messages (ECM) . 

When such information is extracted, it is implicitly required 
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to extract from the data stream the packet identifiers for the 
PMT and ECM packets of a specific substream. The extraction of 
any two such extracted packet identifiers implied by Dl antici- 
pates the extraction of packet identifier pairs of claim 1. 

Claim 1 is silent about services from different vendors. The 
claim merely implies the presence of n a service" provided as a 
packetized data stream which includes identifier pairs to be ex- 
tracted, wherein a pair consists of a service packet identifier 
and an entitlement control identifier (ECM) . Such features are 
anticipated by the explicit and implicit disclosure of Dl, be- 
cause the known system requires the extraction of such identi- 
fiers in order to enable access to the payload information of an 
elementary data stream desired to be accessed. 

Claim 1 further effectively specifies that an entitlement con- 
trol identifier (ECM) can be of two different types, one being 
"conditional access entitlement control message identifier (CA 
ECM) 11 , and the other a "local entitlement control message iden- 
tifier (LECM) " . The different names given to these two types of 
identifiers do not by themselves establish a technical distinc- 
tion therebetween. Thus the LECM is interpreted as being just 
another ECM possibly being prepared for services from a specific 
vendor, or for a different purpose (e.g. Extended Conditional 
Access, XCA, cf pp. 3-5, whatever this might mean technically) 
not at present defined in the claim. 

Regardless of the interpretation of "LECM", when a pair of 
identifiers as claimed happens to contain a CA ECM, the feature 
is anticipated by Dl . Moreover, as long as the term LECM is not 
clearly defined, the option of providing a LECM instead of a CA 
ECM could be seen as establishing novelty at least formally, but 
could not establish an inventive step. 

The claim's feature pertaining to "automatically identifying one 
of the extracted pairs according to a predefined condition" has 
deficiencies under Art. 6 PCT identified in paragraph 2.2 above 
which do not permit establishing the feature's true scope. Thus 
the feature cannot establish an inventive step. 
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D2, like Dl, addresses the problem of providing a subscriber 
with content from different providers wherein conditional access 
has to be carried out according to respective different systems 
(Simulcrypt ) . 

For the reasons given above, claim 1 on file is can be seen as 
meeting the requirement of novelty but cannot be seen to estab- 
lish an inventive step as required by Art. 33(3) PCT in light of 
the what is explicitly and implicitly disclosed by Dl . 

However, under the assumption that the claim is clarified in 
accordance with the suggestion made in paragraph 2.2 above, it 
will comprise the following effective feature: predefining dif- 
ferent types of ECM to makes them distinguishable from each 
other and thus automatically detectable, and, for the case of 
transmission of two pairs of identifiers, predefining in which 
order the pairs each containing a different type of ECM are 
transmitted. Such a concept does not appear to be suggested 
disclosed in any of the presently available prior art. 

It is considered that the aforementioned suggested clarification 
to claim 1 is relatively minor. Hence, the findings in this 
report relative to inventive step of claim 1 are given under the 
assumption that the required clarifications set out above are 
carried out. Under this assumption, claim 1 and its dependent 
claims would meet the requirements set out in Art. 33(3) PCT. 

3.2, Claims 4 and 17 , 18 

The findings set out in paragraph 3.2 above correspondingly 
apply to claims 4, 17 and 18. 

Thus under the assumption that the clarifications identified in 
paragraphs 2.3 and 2.4 are carried out, these claims and their 
dependent claims would meet the requirements set out in Art. 33 
PCT. 
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4. Concerning Section VII: Description and other belongings 

4.1. The claims are not cast in the two-part form as required by 
Rule 6.3 (b) PCT. 

4.2. A document reflecting the prior art described on page 2 is 
not identified in the description (Rule 5.1(a) (ii) PCT). 

4.3. As to the relevant background art disclosed by Dl, the de- 
scription (p. 2 paragraph 3) is considered to summarize the dis- 
closure of Dl in a slightly misleading manner. It is considered 
that the actual disclosure of Dl includes providing a single 
transport stream with plural elementary data streams from diffe- 
rent providers and involving different conditional access sys- 
tem, and includes a single decoding device (Fig. 6) capable of 
decoding any desired one of the elementary streams (Fig. 8) . The 
presence of "plural decoders" addressed in Dl (col. 12) is consi- 
dered to merely relate to the disclosed single decoder's hard- 
ware ability to decode in accordance with plural different en- 
crypt ion/CA schemes (change-over between different software 
modules) . 
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different entitlement messages. Each service is comprised of audio and video 
packets. Any one decoder picks out the packets it needs and ignores the others in 
the stream. 

In a Simulcrypt based CA system, a digital audio/video processing system, 
5 such as a Digital Television (DTV) parses the PMT and extracts the service and ECM 
PIDs using a CA system identification (ID) obtained from the CA module. Normally, 
each CA module supports only one CA system, and therefore has only one CA 
system ID. The PIDs of the A/V packets and the PIDs of the ECMs carrying the 
Control Words (CWs) are sent to the CA module, which descrambles programs 
10 having proper purchase entitlements. 

U.S. Patent No. 5,420,866 to Wasilewski describes a method for providing 
conditional access information to a plurality of different decoders which is very similar 
to a Simulcrypt system. Wasilewski describes using a CA system identification 
parameter CA_System_ID to identify the different CA providers, and hence the 
15 different decoders (see col. 12, lines 12-16). 

Additionally, an article entitled "Wunderkiste des digitalen Fernsehens" by 
Daniel Kramer mentions the Simulcrypt technique (Kramer D: "Wunderkiste des 
digitalen Fernsehens", Bull. SEVA/SE, CH, Schweizerischer Elektrotechnischer 
Verein, Zurich, Vol. 88, No. 3, pp,27-30). 

20 

Summary of Invention 

The present invention permits an audio/video processing device to use two CA 
system IDs to parse the PMT, and the CA module to correctly identify the ECM PIDs 
which belong to a particular CA system. It includes a method for an AJV processing 

25 device, for example a DTV, to enable a security device to access a program by 
correctly identifying the packets for service and entitlement control messages. The 
security device is associated with the AA/ processing device, which in turn is 
associated with a digital transmission system for data associated with a service. The 
method comprises extracting at least one service and entitlement message control 

30 packet identifier pair from the data and, if only one service and entitlement control 
message packet identifier pair is extracted, identifying the extracted pair; and, if more 
than one service and entitlement control message packet identifier pair is extracted, 
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automatically selecting one of the extracted pairs according to a predefined 
convention. 

Brief Description of the Figures 
5 Figure 1 illustrates a network adapted to receive content from a broadcasting 

source and provide copy protection using XCA and the NRSS copy protection 
system; 

Figure 2 illustrates a block diagram of an XCA device employed within the 
system of Figure 1 ; 
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Claims 



1 . A method for an audio/video processing device to enable a 
security device to access a service, the method comprising: 

s extracting service and entitlement control message packet 

identifier pairs from data associated with said service and automatically 
identifying one of the extracted pairs according to a predefined 
convention, 

wherein each of the received pairs includes either a conditional 
10 access entitlement control message identifier (CA ECM) or a local 
entitlement control message identifier (LECM). 

2. The method according to claim 1, wherein the predefined 
convention is dependent upon an order in which the pairs are sent to 

15 the security device. 

3. The method of Claim 1, wherein each of the received pairs is 
either associated with a conditional access (CA) system or extended 
conditional access OCCA) system. 

20 

4. A method for an audio/video processing device to enable a 
security device to access a service, the method comprising: 

extracting the service and entitlement control message packet 
identifier pairs from data associated with said service; and, 
25 if only one service and entitlement control message packet 

identifier pair is extracted, identifying the extracted pair; and, 

if more than one service and entitlement control message packet 
identifier pair are extracted, automatically identifying at least one of 
the extracted pairs according to a predefined convention, 
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wherein each of the received pairs includes either a conditional 
access entitlement control message identifier (CA ECM) or a local 
entitlement control message identifier (LECM). 

s 5. The method of Claim 4, wherein the predefined convention is 
dependent upon an order in which the pairs are extracted. 

6. canceled. 

10 7. The method of Claim 4, wherein each of the received pairs further 
includes a service identifier. 

8. The method of Claim 4, wherein the predefined convention 
defines a first of the pairs to be received to include the service 

15 identifier and local entitlement control message identifier. 

9. The method of Claim 4, wherein at least a portion of the data is 
secured using one of a plurality of conditional access systems. 

20 10. The method of Claim 9, wherein at least one of the conditional 
access systems is associated with a broadcaster of the program and at 
least a second of the conditional access systems is associated with an 
access device, communicable with the presentation device. 

25 11. The method of Claim 10, wherein the presentation device is a 
digital television, and the access device is a set-top box in combination 
with a second security device. 
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12. The method of Claim 4, further comprising: 

the security device communicating interface protection related 
information and conditional access related information to the 
5 audio/video processing device; and, 

the audio/video processing device parsing a program map table 
using the communicated conditional access information and stored 
conditional access information; 

wherein the program map table associates packet identifiers with 
10 corresponding service information. 

13. The method of Claim 12, wherein the security device uses packet 
identifiers to identify which of the packets contains entitlement control 
message data suitable for descrambling the data indicative of the 

15 program. 

14. The method of Claim 13, wherein at least some of said entitlement 
control messages are local entitlement control messages which include 
at least a field for identifying and LECM and a field for conditional access 

20 identification, and said proper processing comprises descrambling said 
service by accessing an appropriate key in said data using information 
included in at least one of said field for identifying and lecm and said 
field for conditional access identification. 

25 15. The method according to claim 9, wherein at least one portion of 
the data is indicative of at least one program. 

16. The method according to claim 4, wherein the data is 
communicated via a digital transmission system. 

30 
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17. A method for identifying local entitlement control messages from 
broadcast entitlement control messages comprising the step of: 
extracting service and entitlement control message packet 
identifier pairs from data associated with a service; and, 
5 if only one service and entitlement control message packet 

identifier pair is extracted, identifying the extracted pair as either 
a local entitlement control message or a broadcast entitlement 
control message; and, 

if more than one service and entitlement control message 
10 packet identifier pair are extracted, automatically identifying at 

least one of the extracted pairs as a local entitlement control 
message. 



18. A method for identifying local entitlement control messages from 
15 broadcast entitlement control messages comprising the step of: 

extracting service and entitlement control message packet 
identifier pairs from data associated with a service; and, 

if only one service and entitlement control message packet 
identifier pair is extracted, identifying the extracted pair as either 
20 a local entitlement control message or a broadcast entitlement 

control message; and, 

if more than one service and entitlement control message 
packet identifier pair are extracted, automatically identifying at 
least one of the extracted pairs as a broadcast entitlement control 
25 message. 
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I. Basis of the report 

1. With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70. 17)): 
Description, pages: 



1,3-15 
2,2a 



as originally filed 
as received on 



24/10/2001 with letter of 



23/10/2001 



Claims, No.: 

1-5,7-18 



as received on 



24/10/2001 with letter of 



23/10/2001 



Drawings, sheets: 

1-3 as originally filed 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 



□ 
□ 
□ 
□ 
□ 

□ 



contained in the international application in written form. 

filed together with the international application in computer readable form. 

furnished subsequently to this Authority in written form. 

furnished subsequently to this Authority in computer readable form. 

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 
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□ the description, pages: 

□ the claims, Nos.: 

□ the drawings, sheets: 



5. □ This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 



6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-18 

No: Claims 

Inventive step (IS) Yes: Claims 1-18 

No: Claims 

Industrial applicability (IA) Yes: Claims 1-18 

No: Claims 



2. Citations and explanations 
see separate sheet 



VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 



VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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1 • General 

The present application does not satisfy the criteria set forth 
in Article 6. The criteria set out in Articles 33(2) and 33(3) 
PCT are met, provided that the claims 1 deficiencies as to lack 
of clarity set out below are overcome. The invention is 
industrially applicable. 

2. Concerning Section VIII - Art. 6 PCT: 

2.1. 

The various definitions of the invention given in independent 
method claims 1, 4, 17 and 18 and the high degree of overlap of 
the respectively claimed subject-matter (claims 4, 17 and 18 are 
considered to relate to the same basic embodiment as defined in 
claim 1 and could therefore be drafted as dependent claims 
without difficulty) are such that the claims as a whole are not 
concise, contrary to Art. 6 and Rule 6.1(a) PCT. 

2.2. 

The feature 11 automatically identifying one of the extracted 
pairs according to a predefined convention" used in each of 
claims 1, 2, 4, 5, 8 fails to set out clearly its technical 
meaning (Art. 6 PCT contravened). The "predefined convention" 
appears to be intended to further delimit the automatic 
identification, however fails to define the technical features 
required therefor (what kind of convention?) . 

It is acknowledged that the description (p. 14) discloses 
sending one or two pairs of PIDs, wherein two different types of 
pairs containing either a CA ECM PID or a LECM PID. Thus there 
appears to be a "predefined convention of the number and types 
of pairs that are transmittable , and the order in plural pairs 
of different types are sent" and that the terminal must be 
capable of handling different cases. Such handling can be 
automatic, and there is an implicit requirement of taking into 
account, at reception of any pair, the predefined convention 
about the number and types of transmittable pairs, so as to 
correctly use the received information. It is thus considered 
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that the term "predefined convention" requires clarification 
such as " predefined convention defining the type, such as the 
syntax, of said control messages and -the order of transmission 
of said identifier pairs " (Basis: p. 14 lines 11-29). 

It is considered that when only one pair is received, the 
automatic identification relies upon the detection of characte- 
ristics of the data content (eg the syntax of the LECM, cf p. 14 
line 25) of the pair to correctly discriminate between the two 
types of identifiers (CA or LECM) . When two pairs are received, 
a detection is not required because the order in which the pairs 
are transmitted is predefined. 

2.3. 

Claims 4, 17 and 18 appear to be based on yet unmentioned but 
essential conditions : 

In the received broadcast control messages which due to the 
claims 1 wording inherently contain the service and entitlement 
control message packet identifier pairs, as addressed in the 
claims, these pairs must include at least either LECM or CA 
identifiers. Due to the claims' wording, a situation where none 
of such identifiers is received may occur but is not dealt with. 
E.g., if a pair of identifiers is received which does not 
include any of LECM of CA but includes other identifiers for 
other purposes, the method would erroneously interpret such 
other identifiers as LECM or CA identifiers. Due to this 
deficiency inherent in the claims 1 wording the scope of 
protection becomes unclear. 

It is thus considered necessary to clarify the claims by 
specifying e.g. "receiving and extracting . . . service, wherein 
each o f the received pairs includes either a conditional access 
entitlement message identifier (CA ECM) or a local entitlement 
control message identifier (LECM)" , i.e. by including the last 
feature of present claim 1 in each of claims 17 and 18. 

2.4. 

In claims 4, 17 and 18 an attempt is made to define the claimed 
subject-matter in terms of a result to be obtained ("identifying 
the extracted pair as ...") without specifying how this can be 
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achieved technically. Related essential information is missing 
in the claim. Thus Art. 6 PCT is contravened. 

In order to overcome this objection, it would appear to be 
sufficient in the present case to indicate in the claim (as for 
claim 1, cf paragraph 2.2 above) that the identification is 
based on a "predef ined convention defining the type, such as the 

syntax, of said contr ol messages and the order of transmission 

of said identifier pairs " . 

3. Concerning Section V - Articles 33(2) and 33(3) PCT 

The following documents are cited: 
Dl: US-A-5 420 866; 

D2 : Kramer D: "Wunderkiste des digitalen Fernsehens » , Bull. 
SEV/VSE, CH, Schweizerischer Elektrotechnischer Verein, 
Zurich, Vol.88 No . 3 pp. 27-30. 

3.1. Claim 1 

Dl (e.g. abstract) discloses a method of providing different 
sets of conditional access information to a remote location, 
wherein a remotely located decoder can employ transmitted table 
information to identify and extract transport packets that carry 
a selected one of the sets of conditional access information. 

It is stressed that Dl aims at overcoming a prior art problem 
(Dl: col. 5 lines 1-17) that when plural services from respective 
plural different vendors were to be received, a respective plu- 
rality of different decoders was required. 

In order to overcome this problem, the solution disclosed in 
Dl provides a single transport stream formed from plural diffe- 
rent elementary streams representing the different services from 
the different vendors (Dl : col . 5 line 31 - col . 6 line 36; Figs. 
7, 8) . Each elementary stream is accompanied in well-known man- 
ner by auxiliary and identifying information (Dl : Fig. 3), such 
as program service information and encryption related informa- 
tion, such as entitlement control messages (ECM) 

When such information is extracted, it is implicitly required 
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to extract from the data stream the packet identifiers for the 
PMT and ECM packets of a specific substream. The extraction of 
any two such extracted packet identifiers implied by Dl antici- 
pates the extraction of packet identifier pairs of claim 1. 

Claim 1 is silent about services from different vendors. The 
claim merely implies the presence of "a service" provided as a 
packetized data stream which includes identifier pairs to be ex- 
tracted, wherein a pair consists of a service packet identifier 
and an entitlement control identifier (ECM) . Such features are 
anticipated by the explicit and implicit disclosure of Dl , be- 
cause the known system requires the extraction of such identi- 
fiers in order to enable access to the payload information of an 
elementary data stream desired to be accessed. 

Claim 1 further effectively specifies that an entitlement con- 
trol identifier (ECM) can be of two different types, one being 
"conditional access entitlement control message identifier (CA 
ECM)", and the other a "local entitlement control message iden- 
tifier (LECM) " . The different names given to these two types of 
identifiers do not by themselves establish a technical distinc- 
tion therebetween. Thus the LECM is interpreted as being just 
another ECM possibly being prepared for services from a specific 
vendor, or for a different purpose (e.g. Extended Conditional 
Access, XCA, cf pp. 3-5, whatever this might mean technically) 
not at present defined in the claim. 

Regardless of the interpretation of "LECM", when a pair of 
identifiers as claimed happens to contain a CA ECM, the feature 
is anticipated by Dl . Moreover, as long as the term LECM is not 
clearly defined, the option of providing a LECM instead of a CA 
ECM could be seen as establishing novelty at least formally, but 
could not establish an inventive step. 

The claim's feature pertaining to "automatically identifying one 
of the extracted pairs according to a predefined condition" has 
deficiencies under Art. 6 PCT identified in paragraph 2.2 above 
which do not permit establishing the feature's true scope. Thus 
the feature cannot establish an inventive step. 
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D2, like Dl, addresses the problem of providing a subscriber 
with content from different providers wherein conditional access 
has to be carried out according to respective different systems 
(Simul crypt ) . 

For the reasons given above, claim 1 on file is can be seen as 
meeting the requirement of novelty but cannot be seen to estab- 
lish an inventive step as required by Art. 33(3) PCT in light of 
the what is explicitly and implicitly disclosed by Dl . 

However, under the assumption that the claim is clarified in 
accordance with the suggestion made in paragraph 2.2 above, it 
will comprise the following effective feature: predefining dif- 
ferent types of ECM to makes them distinguishable from each 
other and thus automatically detectable, and, for the case of 
transmission of two pairs of identifiers, predefining in which 
order the pairs each containing a different type of ECM are 
transmitted. Such a concept does not appear to be suggested 
disclosed in any of the presently available prior art. 

It is considered that the aforementioned suggested clarification 
to claim 1 is relatively minor. Hence, the findings in this 
report relative to inventive step of claim 1 are given under the 
assumption that the required clarifications set out above are 
carried out. Under this assumption, claim 1 and its dependent 
claims would meet the requirements set out in Art. 33(3) PCT. 

3.2. Claims 4 and 17, 18 

The findings set out in paragraph 3.2 above correspondingly 
apply to claims 4, 17 and 18. 

Thus under the assumption that the clarifications identified in 
paragraphs 2.3 and 2.4 are carried out, these claims and their 
dependent claims would meet the requirements set out in Art. 33 
PCT. 
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4. Concerning Section VII: Description and other belongings 

4.1. The claims are not cast in the two-part form as required by 
Rule 6 . 3 (b) PCT. 

4.2. A document reflecting the prior art described on page 2 is 
not identified in the description (Rule 5.1(a) (ii) PCT). 

4.3. As to the relevant background art disclosed by Dl, the de- 
scription (p. 2 paragraph 3) is considered to summarize the dis- 
closure of Dl in a slightly misleading manner. It is considered 
that the actual di sclosure of Dl includes providing a single 
transport stream with plural elementary data streams from diffe- 
rent providers and involving different conditional access sys- 
tem, and includes a single decoding device (Fig. 6) capable of 
decoding any desired one of the elementary streams (Fig. 8) . The 
presence of "plural decoders" addressed in Dl (col. 12) is consi- 
dered to merely relate to the disclosed single decoder's hard- 
ware ability to decode in accordance with plural different en- 
cryption/CA schemes (change-over between different software 
modules) . 
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Claims 

1 . A method for an audio/video processing device to enable a security device 
to access a service, the method comprising: / 

5 extracting service and entitlement control message packet identifier pairs 

from data associated with said service and^automaticaily identifying one of the 
extracted pairs according to a predefined convention. 

2. The method according to claim J, wherein the predefined convention is 
10 dependent upon an order in which the pairs are sent to the security device. 

/ 

3. The method of Claim 1, wherein each of the received pairs is either 
associated with a conditional access (CA) system or extended conditional access 
(XCA) system. 

4. A method for an audio/vieJeo processing device to enable a security device 

u i 

to access a service, the method comprising: 

extracting the service /and entitlement control message packet identifier 



pairs from data associated with said service; and, 

20 if only one service and entitlement control message packet identifier pair is 

I 

extracted, identifying the extracted pair; and, 

if more than one senvice and entitlement control message packet identifier 
pair are extracted, automatically identifying at least one of the extracted pairs 
according to a predefined/convention. 

25 

5. The method of Claim 4, wherein the predefined convention is dependent 
upon an order in which l!he pairs are extracted. 

6. The method of Claim 5, wherein each of the received pairs includes either 
30 a conditional access entitlement control message identifier or a local entitlement 

control message identifier. 
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7. The method of Claim 6, wherein each of the/received pairs further includes 
a service identifier. 

// 

/ 

8. The method of Claim 6, wherein the predefined convention defines a first 
of the pairs to be received to include the ser/ice identifier and local entitlement 
control message identifier. 

9. The method of Claim 4, wherein at least a portion of the data is secured 
using one of a plurality of conditional access systems. 



10. The method of Claim 9, wherein at least one of the conditional access 

f 

systems is associated with a broadcaster of the program and at least a second of 
the conditional access systems is associated with an access device, 

7 
.'/ 

communicable with the presentation device. 

- / 

11. The method of Claim 10, wherein the presentation device is a digital 
television, and the access device isja set-top box in combination with a second 
security device. 



20 12. The method of Claim 4, further comprising: 

the security device communijcating interface protection related information 
and conditional access related information to the audio/video processing device; 
and, 

the audio/video processing Bevice parsing a program map table using the 
25 communicated conditional accesjs information and stored conditional access 
information; 

wherein the program nrfep table associates packet identifiers with 
corresponding service information. 

30 13. The method of Claim 12, wherein the security device uses packet 
identifiers to identify which of the packets contains entitlement control message 



data suitable for descrambling the data indicative of the program 
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14. The method of Claim 13, wherein at least some of said entitlement control 

/ 

messages are local entitlement control messages which include at least a field 
for identifying and LECM and a field for/conditional access identification, and 
said proper processing comprises desc^ambling said service by accessing an 
appropriate key in said data using information included in at least one of said 
field for identifying and LECM and said field for conditional access identification. 



15. The method according to claim/9, wherein at least one portion of the data 
10 is indicative of at least one program. 

16. The method according to clai f m 4, wherein the data is communicated via a 
digital transmission system. 
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different entitlement messages. Each servicers comprised of audio and video 

/ 

packets. Any one decoder picks out the packets it needs and ignores the others 



/ 



in the stream. 

In a Simulcrypt based CA system, a digital audio/video processing system, 
such as a Digital Television (DTV) parses ythe PMT and extracts the service and 
ECM PIDs using a CA system identification (ID) obtained from the CA module. 
Normally, each CA module supports onlvfone CA system, and therefore has only 



one CA system ID. The PIDs of the A/V packets and the PIDs of the ECMs 

/ 

carrying the Control Words (CWs) are sent to the CA module, which descrambles 
10 programs having proper purchase entitlements. 



Summary of Invention 

The present invention permits jbn audio/video processing device to use two 
CA system IDs to parse the PMT, ^and the CA module to correctly identify the 
15 ECM PIDs which belong to a particular CA system. It includes a method for an 

A/V processing device, for example a DTV, to enable a security device to access 

/ 

a program by correctly identifying|the packets for service and entitlement control 

messages. The security device Js associated with the A/V processing device, 

I 

which in turn is associated with a digital transmission system for data associated 
20 with a service. The method comprises extracting at least one service and 

entitlement message control packet identifier pair from the data and, if only one 

f 

service and entitlement control message packet identifier pair is extracted, 
identifying the extracted pair; land, if more than one service and entitlement 

control message packet identifier pair is extracted, automatically selecting one of 

/ 

25 the extracted pairs according to a predefined convention. 



Brief Description of the Figures 



Figure 1 illustrates a network adapted to receive content from a 
broadcasting source and provide copy protection using XCA and the NRSS copy 
30 protection system; 

Figure 2 illustrates a block diagram of an XCA device employed within the 
system of Figure 1 ; 



